Implementation of a process chain in health care

Graphical representation of the supply and billing chain as it
is realized in the BigTangle.
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Implementation of a process chain in health care

A new blockchain generation will manage healthcare systems in the future

A number of studies from recent years clearly show that blockchain technology has an
outstanding position in addressing and managing the problems of all healthcare systems around
the world.

Experts from all factions in the process chain of health care systems are drawing up catalogues of
demands to ensure the sustainability of these systems. However, there are hardly any solutions
for how this should look in practice. This is where the Blockchain technology comes in, providing
for the first time an application that actually exists and works in practice. Let us move on to
examples of how individual links in the system can be organized in the future.

The blockchain technology focuses on absolute data security as its top priority. This aspect has
been severely neglected up to the present day and runs through the entire system chain. Their
consequences became public many times.

BigTangle is the new block chain generation.

In BigTangle the blockchain technology has been extended by the integration of genealogy in
Markov Chain Monte Carlo (MCMC). By using the Big Data technology and its parallelizable
architecture, BigTangle is the only one that represents the new blockchain generation today. The
BigTangle is a decentralized cryptocurrency, payment, exchange, supply chain and e-commerce
platform with the advantages: near-time transactions , infinite scalability, smart contracts,
permissionless, trustless, decentralized exchange, ease of use, completely feeless and quantum
security. This will be of great economic importance for the most important applications in the
future.

In the BigTangle, the data sovereignty of the patient over his health data is realized in absolute
form (crypto health record) . Of course, this does not exclude the possibility that the individual
activities on the patient are recorded separately by the actors involved, and this can certainly be
done on the existing systems.

However, the overall picture remains with the patient in his blockchain wallet and is made
available by him alone to the individual actors to the extent necessary and subject to his decision,
insofar as this is necessary for the assessment of a clinical picture.

The BigTangle therefore already provides a patient record that fulfils exactly these conditions.
This provides two important factors for broad acceptance among the population - absolute and
general data security in the overall system and individual data sovereignty for the patient.
Building on this, all players can now handle their processes digitized and automatically encrypted
via the BigTangle Blockchain.

The entire process chain is clearly and unalterably documented in the BigTangle Blockchain, from
the supplier of the active ingredient to the patient, in the interests of drug safety.

The system offers mutual controlling for all players.

By using the BigTangle Blockchain applications free of charge, considerable savings potential can
be generated at all levels of the process chain. The following description gives a first impression
of the operational implementation of the problems described above.




Short outline of further applications

Health Insurance

As an example, an insurance company can transfer a tariff token (defined via a Smart Contract) to
the BigTangle Wallet of its policyholder. He runs his (crypto-) wallet in an already existing app on
his smartphone. At the physician's office or hospital, the patient can identify himself as an insured
person by transmitting a public key and the medical file can be opened immediately by the
attending physician.

The Patient

The policyholder runs his (crypto-) wallet in an already existing app on his smartphone. At the
physician's office or hospital, the patient can identify himself as an insured person by transmitting
a public key and the medical file can be opened immediately by the attending physician.

Should a prescription become necessary, this can be written as a token to the patient in his
wallet. The patient can then transfer the prescription to the pharmacy and in return receives the
medication.

The Doctor (Hospital)

At the physician's office or hospital, the patient can identify himself as an insured person by
transmitting a public key and the medical file will be opened immediately for the attending
physician and displays it on his screen. An Al-supported database helps the physician with
diagnosis and medication.

Should a prescription become necessary, this can be written as a token to the patient in his
wallet. The patient can then transfer the prescription to the pharmacy and in return receives the
medication.

The Pharmacy

The patient can transfer the prescription to the pharmacy and in return receives the medication.
An automatic settlement with the relevant health insurance company can also be integrated.
Internet pharmacies can generate an additional advantage, because in the case of a prescription
token, there is no need to physically send the prescription by post. A digital sending of the token
into the wallet of the Internet pharmacy is sufficient. This could also simultaneously trigger an
automated dispatch.

The Manufactorer

One more example: In an Industry 4.0, an approval token for a product can be allocated in
tranches by a regulatory authority directly to a production machine. After the number of products
has been produced according to the allocated tranche, the machine blocks. After allocation of a
further tranche, the product can continue to be produced.

Just in time production on the basis of daily incoming stock changes in the pharmacies can also
be implemented. This leads to high cost savings due to less resource consumption and overaging
of batches. A reduction in logistics costs can also be achieved.




X Implementation of a process chain in health care

In this example, the process chain within the BigTangle is
illustrated using the fictitious vaccine ,Corona Immun 20mg*“.
The process chain consists of the following chain links:

1. Approval authority

2. Manufacturer

3. Wholsaler

4. Pharmacy

5. Doctor

6. Health insurance

7. Patient

A token can only be created by the chain link that is
considered to be the original.




Registration

1 If not already done, then register now on cc.bigtangle.net by
clicking on the button "Join Now*

Home Login JoinNow Help Cart

Chart  Order Search  Token Search  Public Balance  Block

5 [ search |
Product Class * Selectall *+ Sort price low to high ~

2 Please enter your e-mail address in the field provided on the

following page. Enter a password or use the secure password that
is suggested to you. Click on Register to complete the entry.

Home Login Join Now Help Cart

Chart  Order Search  Token Search  Public Balance  Block

Email

Password ‘..-o Use a Securely Generated Password
Please enter your email. View Saved Logins
Invite Email

3 After clicking on Register the following screen appears. An e-mail
with a confirmation link will be sent to your e-mail address.
Home Login

Chart  Order Search

Registration success. Please check your email (SPAM) and activate it.

4 After you have confirmed the link you will be automatically
returned to cc.bigtangle.net. The activation is displayed. Login
again and start the setup as described in the following sheets.

Home Login Join Now Help Cart
Chart Order Search Token Search Public Balance Block

User is activ.

Login




Create your “Domain on BigTangle“

1 After the login the following window opens. By clicking on "Shop"
the next window opens.

Home  Logout-bglanor Help Cart
Povment  Fuhange Onder Baline Ky Echange SlgnOnder Charge Papal QResde PayQRCode Chargells Paoll Ondes PuymestConfrm  Produet Medla Shop  Bank
Location  Invater Lt Changs Password  Siga Touen Trasaler  ETHPay  ETH Balance Preserption  [dentsy  Cemadieats  Chart OrderSearch  Toben Search  Publie Ralance  Block

Yuan in CNY
Kay Addross - {HamJDRZYWOT I THzRXMTaCvASFahBRw2

Charge |  Pleasa clck chargs Yo generald OR code

2 First set up a new website. Click on "Create". The shop is your new
website and domain in the BigTangle.

Home Logout-bglanor Help Cart
Payment Exchange Order Balance Keys Exchange Sign Order Charge Pavpal QRcode PayQRCode Chargelist Pavoff
Location  Inviter List Change Password  Sign Token Transfer ETHPay ETH Balance  Prescription Identity  Certificate  Chart
group name | search |
Id group name Groups Type

Create




Create your “Domain on BigTangle“

3 To create a shop, enter a name in "group name". This is also your
domain name in BigTangle. Here we assign the group name
"Drug Regulatory Agency". Confirm the entries with "Save".

Home Logout-bglanor Help Cart
Payment Exchange Order Balanee Keys Exchange SignOrder Charge Pavpal QReode PayQRCode ChargelLi
Location  Inviter List Change Password Sign Token Transfer ETHPay ETH Balance Prescription Identity  Certifi
groupname  Drug Regulatory Agency | Search

Id group name Groups Type
[ Select all || Delete |

Creale

group name
Token
BJZ Udsx, XxT-TH-Tg HhE SEFEFEEERS
= W o g o=

[ save |
Email
daro@gmx.eu Delete

Email Add

4 After clicking on Save the following window opens and with Modify
you can go back to the shop page.

Home Logout-wdbino Help Cart
Payment Exchange Order Balance  Keys Exchange  5ign Order  Charge Paypal QRoode PayQR Code Charge List Paveff €

Location  Inwviter List  Change Password  Sign Token  Transfer ETH Pay  ETH Balance  Prescription  Idemtity  Certificate  Chart

‘group name Search
1] group name Groups Type
2020051201 00000004 Drug Regulatory Agency Shop 02fbbiaald2abi 150661 30ef0295183ca 1bTcabif35bd diber 326d84cd20648ee1 Modify Publish

Select all | Delete

Create




Create your “Domain on BigTangle“

5 The shopside can be individually designed by inserting pictures, graphics or text. To do so,
you copy images, graphics or text from existing files and paste them into your shopside. You
can also edit text directly. With Save the input is completed. Below the button "Save" the
email of the currently logged in authorized person is displayed. If you want to give access to
other authorized persons, please enter their email here and click on "Add" to complete the
process or link an existing website to the BigTangle.

Home Logout - wdblu Help Cart
Payment Exchange Order Balance Keys Exchange Sign Order Charge Pavpal QR code Pay QR Code Charge List

Location Inviter List Change Password Sign Token Transfer ETH Pay ETH Balance Prescription Identity Certificate

group name [ S_EB“:h
id group name Groups Type
202005120100000004 Drug Regulatory Agency Shop 02fbb8aa192ab61506e33baf8295183ca1bTcabif3Sb4dibac 326d84cd20646ee1 Mox
#| 202005130100000003 Shop Mo

| Select all || Delete |
Create

group name Drug Regulatory Agency

Token 02fbb8aal192ab61596e33bef92905183calbicatif35ba
B s Uae x, x T-7FH-T L =S FEFEEE3IBE
= W ey o4h o=

The responsibilities

Lorem ipsum dolor sit amet, consectetuer adipiscing elit. Aenean commodo higula eget dolor.
Agnean massa. Cum sociis natoque penatibus et magnis dis parunent montes, nascetur ridiculus
mus. Donec quam felis, ultncies nec, pellentesque eu, pretium quis, sem. Nulla conseguat massa
quis enim. Donec pede justo, frngilla vel, aliquet nec, vulputate eget, arcu. In enim justo, rhoncus ut,
imperdiet a, venenatrs vitae, justo. Nullam dictum felis eu pede moliis pretium. Integer timcidunt._
Cras dapibus. Vivamus elementum semper nisi. Aenean vulputate eleifend tellus. Aenean leo ligula,
porttitor eu, consequat vitae, eleifend ac, enim. Aliguam lorem ante, dapibus in, viverra quis, feugiat
a, tellus. Phasellus viverra nulla ul metus varnus lacreet. Quisgque rutrum. Asenean impeardiet. Etiam
wltricies nisi vel augue. Curabitur ullamcorper ultricies nisi. Nam eget dui.

Description

B__undesinstitu'i
fir Arzneimittel
und Medizinprodukte

Email
wdbiu@gmx.net Delate
Email | Add |




Create your “Domain on BigTangle“

6 After ,Save“ a new window opens and after clicking the button

"Publish" the shop goes "Live". The website or shop is now
implemented in the BigTangle. This can be recognized by the
token. With this token you are identified clearly and not
manipulable for all businesses and users on the BigTangle. You
have to authenticate this by clicking on the Publish button on this
page again.

Home Logout-wdblu Help Cart
Payment Exchange Order Balance Keys Exchange SignOrder Charge Paypal QRcode PayQRCode Chargel

Location Inviter List Change Password SignToken Transfer ETHPay ETH Balance Preseription Identity  Certif

Token Name Drug Regulatory Agenc

Token 02574bB5539cacea041facoTd9ee5c425445 |
Quantity 1

Domain Name com

Drug Regulatory Agency

Description

| Publish |

7 For confirmation you will receive this message from the system:

Home
Payment Exchange Order Balance Keys OTC  SignOrder Charge  Paypal
Inviter List  Change Password  Sign Token Transfer ETHPay ETH Bala

Your action is executed on the server.




Create a product

1 After the shop is opened, products can be created. Click on the
register Product and the following window will open:

Home Logont-dare Help Cart
Exchange  Omder Baliace Keys OTC  SignOnder Chamge Pngul QRcode  PavQRCode  Chargelist Paoff  Orders  PavmentConfims  Product  Medis  S3op  Busk  Location
Inviter List  ChangePassword  SignToken  Transfer ETHPay  ETHBalanee  Prescription  Idestity

Certifieate Chant  Ordes Search  Token Search  Public Balance  Elock
Froduc ACTIV = | Seeech

No recaoras found

This window lists all the products you have in your shop.
Since only the first product is created now, no products are

listed yet. Click again on Create and the adjacent window will
open:




Create a product

2 The information must be entered in the appropriate boxes. It is

important to enter an adequate shipping method for "Shipping"
and a billing account in the field "Receiving Account Pup
Address". By clicking on it a separate window opens. Pictures can
also be inserted. The fields Product Class, Picture, Headline,
Summary and Description are optional. Under Description, for
example, a comprehensive documentation can be published. Copy
or type in the relevant text. The input is completed with Save.

Home Logout-wdblu Help Cart
Payment Exchange ©Order Balance Keys OTC SignOrder Charge Paypal ©QRcode Pay QR Code Charge List Payoff

Inviter List ~Change Password  Sign Token  Transfer ETHPay ETH Balance Prescription Identity Certificate Ch

Product ACTIV = | Search |
Creale
Name License for Corona Immun 20mg
Receiving Accounl Pub Address =
Prica 1000.0 Shipping Drowvrilosad -
Quantity 1 Productid 202005240100000001
Currency Eurex - Language English =
Product Class Medicament b Status ACTIV o
Shopld Drug Regulatory Agency ~ User 202005110100000002
Image Selected
[[Add |
undefined
undefined
L+ ] L+]

Token 024cceD7 187e7f410ddeb8f1d309cadac3a67 2638 73d

License for manufacture and distribute the vaccine Corona
Immun 20mg
summary

B J Uaex, ' T-TH-HDLESESFEFEEETNRD =y p XD L BS

Jocumentation
Larem ipsum dolor sit amet, consectetuer adipiscing elit. Aenean commode ligula eget dolor. Aenean massa, Cum sociis natoque
panatibus et magnis dis parturient monles, nascetur rdiculus mus, Donec quam felis, ultricies nec, pellentasque eu, pretium quis,




Create a product

3 In the following window the creation of the product is confirmed
again:

Home Logout-daro Help Cart
Payment Exchange Order Balance Keys OTC SignOrder Charge Paypal QRcode PayQRCode Charge List
Inviter List  Change Password  Sign Token Transfer ETHPay ETHBalance Prescription Identity Certifica

Your action is executed on the server,

4 The created product token must still be published as follows for
complete system integration: The product token is required for
this. The product token is found via the "Token Search" tab and
then in the window by "Search” (it is not absolutely necessary to
enter the token you are looking for).

Home Logout-daro  Help Cart
Charge it Payoff  Orders  Pavment Confirm  Product  Media  Shop  Bask  Location

Payment Exchusge Onder Balisce Keyr OTC  SignOrder  Chame Popal  QReoode Py QR Code
Invier Li  Change Password  Sigm Token Transfer ETHPay ETHBalancs Prescription  estity  Cenlificate  Chan  OrdesSearch  Token Search  Public Balance  Block
Produe! ACTIV - | Search

Create

Mg recoeds found

5 In the following window all products assigned to the shop are
listed. The newly created product is integrated into the BigTangle
system by clicking "Publish”. If the product should be modified or
deleted (also later), the corresponding buttons have to be clicked.

Mome Logout-widbla  Help  Cart
Papmest  Exchange  Ocder  Balior Ko Ko Chame Paypal  QRoode  Chargelist  Payofl  Ordem  Salv  Product  Media  Shop/Group  Bank  locstios  dmeites List
Change Paseword  Sign Token  Tramsier ETWPay ETHMalince  Prescription  Gdemsity  Comtificate  Chart  Order Search  TokenSearch  Peblic Balance Wk

Product ACTIV = | Seacch
]
e T o W Canrora S TR NN ANE NI P LNMP O ZH g gBes Moy Pusasn




Create a product image

1 Viathe tab "Media" an image (optional) can be created. To use an
image when creating a product, it must be saved in a file on your
own PC and placed in the media box. To add a new image click on

"Create". Assign a title for the image (optional), then "Browse" and
select the desired image file from the corresponding file on your
own computer and then "Upload".

Home  Logout-dare Help Cart
Paymenr  Exchange Order Balanee Kevs Ewhange SignOrder Chasge  Paypal QReode PayQRCode Chagelin  Pavoll  Oeders
Lecation  Dviser List  Change Pawnword  Sign Token
Title Search
Twe W

Payment Confirm  Product  Media Shop Bask
Transfer ETHPay ETHRalince Prescription [densty Cemifiate Chan  Order Search  Token Search  Public Balines  Block
Select ol | Dt
Titke: Cowona Imimun J0mg
B, | Nes e sodectind, Upond
Save
2 The image is uploaded and displayed as follows:
Home Logout-d
Payment Exchange Order Balance Keys OTC SignOrder Charge Paypal QRcode Pay
Inviter List ~ Change Password  Sign Token Transfer ETH Pay ETH Balance  Preserip
Title Search
Title Id
Wi Coro‘;[mmunm/
L]
‘
h —
- ~
) 7
[ corona Immun image/png 202005210100000002 Modify/Upload .. |
F3
Select all
Create




Create a product image

3 Now the image can be integrated on the product page. To do this
click Product - Modify. Click on Selected in the following window.
The media box with the uploaded images opens. Select the desired
image and add it to the product page with Add.

Home Logout-dare Help Cart
FPayment Exchange Order Balamce Keys oTC Sign Order Charge Paypal QR code Pay QR Code Charge List Payoif Orders

Imviter List Change Password  Sign Token — Transfer ETH Pay  ETH Balance Prescription Identity  Certificate  Chart  Order Sea

Product ACTIV = | Search |
Create
MName Corona Immun 20 mg
Recaning Account Pub Addrass  ~
Price 25.00 Shipping Shipping Home =
Quantity 1,000,000 Productid
Currency Eusror b Langusgpe English bl
Product Class Medicament a Slatus Waithng .
Shopid Dvug Manufacturer ~ U=
Image Corona Immun Selacted | Search
e C Immun 20mg
Media Box > g <N
Coroﬁ.lmmun 20mg - :
- -~ ‘ .
a ;
. '
L] e

- { _‘-’

Corona Immun

Corsna Immun Z0mg i= &
Lorea ipsum doler sit amet, consscretuer adipiscing elic,
summery Aensan commodo ligula eget dolor. Aenean massa. Cum sociis
natogue penatibus ot magnis dis parturient montes, nascetur
ridiculus mus.

B r Y oake x x T-1H-T T L S ISiEde =EE2 @9 = e £k X da S =

. consectetuer adpiscing olit. Aencan commodo lgula egot dolor, Aencan massa Cum Socis natoque
chs patmanl montes, nascatur ndiculus mus. Donec quam fals, ullncies nec, pallentesque eu, pretium quis,
sem. Mulia cnnsequel massa quis enim, Donec pede jusio, frngilla vel, aliquet nec, vulputate eged, arcu. In enim jusio, rhoncus ut,
impardiol 8, venenatis vitae, jusio. Nullam dictum s eu pede moliis D‘e‘lllim Integor incidunt. Cras dapibus. Vivamus edemantum
sempear nisi. Aanean vulpuiate alaifand tellus. Asnean leo bgula, porttitor eu, consaqgual vitae, elaifand ac, enim_ Aliquam lorem ante,
dapibus in, viverra quis, feugsat a, tellus, Phasellus viverra nulla uf metus vanus lacreet, Cuisque rutrum: Aenean imperdiet. Etiam
ultnehes nisi vel augue. Curabder wilameorpes slncaes nisi. Nam eget dui. Etam rhonces. Maocenas tempus, tellus egel condemantun
lhonr.us SEIM QUATTI smpar Ilhen:l slt ane‘l delscmg setn n-e-que sed i |psum Nr-.In CUam nunc, htandll \nel luctus puhanar, hem:lren‘t




In order to provide a complete overview of a pharmaceutical process chain on the BigTangle, the
following shows how the shops and product token can look like (the installation is always done
as described above). The following transaction chain shows how the value balance between
these process participants in the BigTangle is achieved without the involvement of cost-intensive
intermediaries and without loss of time. The process chain can be of any length. For example,
each registration office can be part of the process chain for pharmacists, doctors or health
insurance companies. But also suppliers of pharmaceutical substances, importers and exporters
can be integrated into the process chain. The process is always the same.

The Manufacturer

The Shop The Product-Token

Ioviter List  Change Password  Sign Token  Transfer ETH Pay ETH Balance  Prescription [

group nams Search | Product ACTIV = | Search
It group name Groups Type G
202005170100000001 Drug Manufacturer Shop 03e272bT4%dce1d8b401 TAT0022853bdaBI4328046 Nama Corona lmrman 2mg
i . Y Rocesmg Account Pub Agdiess =
[ Selectall | Delete | 5555 - . A—
Crasniyty 1 OO0 Proguctid 2020052 20100000004
Create Currenty Euwo - Language Cngleh -
Peoduct Class Modicament b Status. ACTIV -
Shogid Dvug Manufacturer = Lser 202005110 DOO0000:
group amgy DHJg Manufa(tlle‘ 2020052 10100000002  Conona mman  Deloto
Token (3e272b74%dce1d8bA917d70022853bda36f432894€ image Selected
BIUkx * T TR-HZLEE-rErEEAN o
= o Ba A o cm‘_mmm_,
: =000 | ¥ s o
; - ; - |
% 0o -
Corons Immimm
Description Carona Immun
o O g o
-
Toksn OO0 e 296 19 1 74 P97 L TOBMSH2 341 7070
Vacoine Corons Immum 20mg
simary
B 7 Qe Tdl-m-Ty HLSEREEET®R9 = e & 4
Drug Manufacturer is a Description of Vaccine Corona Immun 20ma
Lorem ipsum dalor sit am:at, elill Asnean do ligula eget dolor. Lorsm ipsum dilor sit amat, e liguls eget dclor. Asrann mas
Aenean massa. Cum sociis natogue penatibus et magnis dis parfurient monfes, nascetur Antogue Ebus et magnia dis montes, s, Donec guam felis, ultricies ne

e, pretium guis, sem. Mulla consequat massa quis enim. Donec pede justo, fringia vel, aliquet nec, vulpL
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The Wholesaler

The Shop No product token because no original
o Lo vttt o producer. But range of goods in the

Payment  Exchange Order Balinee Koa  OFC  SigeOnder  Chuspe  Puppal  QRosde Py QR Code  Chaspe Lint
e it Chacgr Pl ST Tt FTUPey ETiBaaree Prorpton Moty o shop
.
QIOUD N Search
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The Pharmacy

The Shop

Home Logout-web.oleam Help O
Payment  Exchange Order Balance Keys OTC  SignOvder Charge  Papal QRoode  Pay QRCode  Charpe Li
Eméter List  Change Password  Sign Token  Trassfer ETH Pay  FTHBalince  Prescripion  Idensity  Cer
Prou name Search
I groun name Gioups Typs
Seloct ol | Dedete

Croatn

o raee Green Cross. Pharmacy
Todkin

B i Qdaew w Tofri-H[ LR EEIRFEEEARD
= e s K s

No product token because no original
producer. But range of goods in the
shop.

WISy ]

The Doctor

The Shop

Elome  Legout - selratec  Felp  Car

Payment  Fxchaoge Onler  Baline K OTC  SignOrder  Chasge  Pnpal  QRicode  Pay QR Code  Charpelia
Eeviter Lim  Changs Password  SignToken Tracafes ETHPay  ETH Biliscs  Proscoipton  Keatity  Cent
e na Seoarch.

1 SO rama Groups Type
OPOOSTHOLO00000LF Dok X
Sebext ol Deebete

Shep oy Fussn

Cresse

Freap name Doctor X
Fodonn fee = 2 Lt
B fdx - MmhGLTE SEEEEEaN

-
Doctor %

N

The Product Token

Home Logowst-sekrates  Help  Cam

Frymers  Ewbangs Order  Bulasce  Kms  OTC  Signorder Charge  Fnpel  QRoods  PiyQROode  Champelism P
loviter Bist  Chacgs Pawwved  SignToken  Trenser ETHPry  ETH Bulunce  Posscription.  destity  Certificae
Pzt ACTDY = | St
s

Sheprg Stoen Pudomn
Frodsng PO OO0
Language Englst
Statun AT
Lipar FOOOZ107 DODE0GT
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Flecipe Corsma vaccine




The Health Insurance

i = Mo Logrwt - csbertes  Mclp  Cart
Warment  Eschang  Orfer  Babewr Ko OTC  Skniede Chete  Popel  GRosde  PayQRCode  ChargeList  Fiews  Oeders
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The Shop

Home  Logost- infogogreen Help  Cart
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Transactions

1 Open your account and first check your holdings via the "Balance"
tab.

Home Logout-wdblu Help Cart
Payment Exchange Order Balance FKevs OTC SignOrder Charge Paypal QReode PayQRCode Charge List

Inviter List  Change Password  Sign Token Transfer ETH Pay ETH Balance  Prescription Identity  Certifical
‘Yuan in CNY

Key Address | 1BrEeMg7M9z2qDAonCvsUpmBImCL3Z3R -
|Charge Please click charge to generate QR code.

2 The Balance window contains all available Products and funds as
well as your domain "Drug Regulatory Agency".

Horaee Togont -

PasTnent Eachamge Cirder Balance Eeys s el Sigm Ordec Charge Panpal QR cosde
Emvizer List Change Password Sign Token TEransfer ETEH Pay ETH Balance Fres
Hiestory
Py To
Dot
Semrcky
Batanca Token
a0 License for Conones § 21 Direg Loy STy CoeT

1 Dvisg Regulabory Agency.coem

3 First, the Drug Regulatory Agency will issue the manufacturer with
an " License Token" for the production and distribution of the drug
Corona Immun 20mg. The Drug Regulatory Agency notifies the
manufacturer of the license. The manufacturer logs into his shop
and clicks on the "Home" button and searches for the licence token
from the list and clicks on "Add to cart".

Home Login

Chart  Order Search

- Search
Product Class > Selectall ~ Sort price low to high -
HE£10007T AM(BigTangle)

s 1 Ak EEsZ8BFRETES, 280 —To FM(BigTangle) Xt AE A M(BigTangle)
ART , E18E4,. 3 H1000TE |, &89hEiEs= 9 EHRTME , (FRERTHESESSRa kiR
HEREE, ( MCMC ) —2i B AREENSHml TIFRIT
(BigTangle) RIS X EHESE-R , BiE TS

Price: 1 Yuan HASTHRISEA LAY, SETTEENME,

Add to cart MIBIEETT , TiEES B0 EEEESY.
=k Price: 1 Yuan

== Add to cart

Health tariff 1a

Health tarifi 1a

Price: 245,75 Euro
DownloadAdd to eart

License for Corona Immun 20mg

Price: 1000 Euro
DownloadAdd to cart




Transactions

4 In the following window check the order and then click on "Pay". If
a correction is necessary click on "Back to buy".

Home Logout -
Paymemnt Exchange Order Balance Kevs oTC Sign Order Charge Paypal QR code

Inviter List Change Password Sign Token Transfer ETH Pay ETH Balance Pres
Details
Shop:Drug Regulatory Agency

License for Corona Immun 20mg
License for Corona Immun 20mg

Price: 1000 Euro

Total Amount
Ewro 1000.0
Back to buy

Pay

5 The final order will then appear in the new window. This order is
completed and paid by clicking on "Pay".

Home
Pavment Exchange Order Balance Kevs oOTC Sign Order Charge Paypal C
Inviter List Change Password Sign Token Transfer ETH Pay ETH Balar
Shop:Drug Regulatory Agency

License for Corona Immun 20mg
License for Corona Immun 20mg

Price: 1000 Eurc
1 | Delete
Total Amount
Euro 1000.0
Pay Payment -
Pay

6 After clicking on Pay the order will be confirmed as follows:

Home
Pavment Exchange Order Balance Keys OTC  SignOrder Charge Paypal QI

Inviter List Change Password  Sign Token Transfer ETH Pay ETH Balanc

Thanks for your order.

Product Price Quantity
License for Corona Immun 20mg License for Corona Immun 20mg
1000 1
Total Amount 1000

Order 1d:202006010100000001

Note:

Physical delivery is not necessary in this case, as the license token is

delivered electronically. The shipping type was created accordingly
when the product was created.




Accounting of Transactions

1 Alltransaction accounting takes place at the same time. To view
them click on "Balance". The opened window displays the
transaction as follows: The license has been booked and 1000
Euros have been deducted from the original 3000 Euros.

Home

Payment Exchange Order Balance Keys OTC SignOrder Charge Paypal

Location InviterList Change Password SignToken Transfer ETHPay ETH

History [
PayTo ||
Details [
Balance Token

1 License for Corona Immun 20mg@Drug Regulatory Agency.com
2000 EUR@bigtangle
1 Drug Manufacturer.com

1000000 Corona Immun 20mg@Drug Manufacturer.com

2 In the account of the counterparty of the Drug Regulatory Agency,
the granted license was simultaneously booked out and the

purchase price (fee) of 1000 euros was added.
Home Logout--
Payment Exchange Order Balance Keys OTC SignOrder Charge Paypal QR code

Inviter List  Change Password Sign Token Transfer ETHPay ETH Balance Pres:

History [

PayTo [

Details [
Search

Balance Token
0 License for Corona Immun 20mg@Drug Regulatory Agency.com

1 Drug Regulatory Agency.com
1000 EUR




Transactions Il

In a further step, the wholesaler orders the drug "Corona Immun 20mg"
from the manufacturer. The process is repeated as described before.

Payment Exchange Order
Location  Inviter List

History  [']

Pay To []

Details [}

[ Search ]

Balance Token

1250 EUR@bigtangle

1 Drug Wholesale.com

1 Use the Balance tab to check the stock. In this case, check
whether sufficient funds are available for the order. Without this,
the order will not be executed.

Home
Balance Keys OTC Sign Order Charge Paypal
Change Password  Sign Token  Transfer ETHPay E°

Lorem ipsum dolor sit amet, consectetuer adipiscing elit
Aenean commodo ligula eget dolor. Aenean massa. Cum

nascetur ridiculus mus. Donec quam felis, ultricies nec,
pellentesque eu, pretium quis, sem. Nulla consequat
massa quis enim. Donec pede justo, fringilla vel, aliquet
nar willriitate anet arcn Inoanim instn rhonrne of

sociis natoque penatibus et magnis dis parturient montes,

Home

2 Click on Home and select the desired article (here Corona
Immun 20 mg) and then click Add to Cart.

Login  Join Now Help Cart

Chart  Order Search  Token Search

b _Search |
Product Class * Selectall = Sort price low to high =
BE&10007T AM(BigTangle)

Corona Immun 20mg
Vaccine Corona Immun 20mg

Price: 25 Euro
Add to cart

Public Balance




Accounting of Transactions

3 In the next window you enter the desired number next to Delete,

here 40 (the system default is 1). If you do not want the selected
product after all, you can delete it by clicking Delete. With Back to
buy you can also reorder the order. The total purchase price
appears under Total Amount. It is important to enter the recipient
address. Click on shipping address and a window will open where
you can enter the address. Then start the payment process by
clicking on Pay.

Home
Payment  Eschange Order  Balance Keys  OTC  SignOvder  Charge  Payp|
Location  Ioviter List  Change Password  SignToken  Transfer ETH Pay
Payment Exchange Order  Balan|sneeng sddwss

Mo

Drug Wholesaler

Location Inviter List Change F e
Fhone +p62111111

Details r— chima
ShOprrOUprrUg Manufacturer S
City
i Cﬂ'&mﬂ m/ siviai 582 West CFindu Road, Songjiang Distri

-

Zips Code 01612
—
Cant et

Corona Immun 20mg

Price: 25 Euro

40
Total Amount
Euro 1000.0
Back to buy
Pay
shipping address




Transactions Il

4 The payment process is confirmed in the following window.

Home
Payment Exchange Order Balance Keys OTC  Sign Order Charge Paypal
Location  Imviter List Change Password  Sign Token  Transfer ETHPay ET

Thanks for your order.

Product Price Quantity

Corona Immun 20mg

25 40
Total Amount 1000
Order 1d:202006020100000001

5 Before transactions see no. 1. To track the transactions click on
Balance. You see 1000 Euro were debited. But the goods have
not yet been posted. Why do we see in no. 7 and 9.

Home
Payment  Exchange  Order Balance Keys OTC  Sign Order Charge  Paypal

Location Inviter List Change Password Sign Token  Transfer ETHPay E’

Pay To [l
Details [
Search
Balance Token
250 EUR@bigtangle
1 Drug Wholesale.com

40 Corona Immun 20mg@Drug Manufacturer.com




Transactions Il

6 The balance of the wholesaler before transaction:

Home
Payment Exchange Order  Balance Keyvs OTC  Sign Order Charge Paypal
Location Inviter List Change Password Sign Token Transfer ETH Pay ETH
History
Pay To
Details
Search |
Balance Token
1 License for Corona Immun 20mg@Drug Regulatory Agency.com
2000 EUR@bigtangle
1 Drug Manufacturer.com

1000000 Corona Immun 20mg@ Drug Manufacturer.com
750 Eurg

7 The wholesaler checks whether the goods have been paid by
clicking on Orders in his account and in the opened window on
Paid. Since the order is displayed here, this is proof that it has
been paid. Now he can send the goods by clicking on Shipping
(bottom right of the window)

Home Logout-daro Help Ca
Pavment Exchange Order Balance Kevs OTC  Sign Order Charge  Paypal
Payment Confirm  Product Media  Shop/Group Bank Location Inviter List Change P:
Prescription  Identity  Certificate  Chart  Order Search  Token!
OrdersStatus:

O Checkout ® Paid © Shipping ) completed

| Search |

Name Description Price  Quantity Total Amount
Vaccine Corona Immun

Corona Immun 20mg 20mg 3 40 1000.0

202006020100000001 013aae5643b58504135827af7deb66eb8e7{25e415d5192fafi42e8797bbbeda
Drug Wholesaler, +862111111, China, Shanghai, 588 West Jindu Road, Songjiang District Paid Shipping




Transactions Il

8 Before transactions see no.6. At the moment when the wholesaler
dispatches the goods, he can click on Balance to see the change
in stock and receipt of payment. Money plus 1000 Euro and
inventory minus 40 pieces.

Home
Payment Exchange Order Balance Keys OTC SignOrder Charge Paypal
Location Inviter List Change Password  Sign Token Transfer ETH Pay ETH
History [
Pay To [
Details ]
Search

Balance Token

1 License for Corona Immun 20mg@Drug Regulatory Agency.com
1750 EUR@bigtangle

1 Drug Manufacturer.com

999960 Corona Immun 20mg@Drug Manufacturer.com

9 Before transactions see no. 5. After the manufacturer has

shipped the goods, the wholesaler sees the inventory change in
his account under Balance again. Money minus 1000 Euro,
inventory plus 40 pieces.

Home

Payment Exchange Order Balance Keys OTC SignOrder Charge Paypal

Location Inviter List Change Password  Sign Token  Transfer ETHPay E

History [
PayTo [l
Details [

Balance Token
250 EUR@bigtangle
1 Drug Wholesale.com

40 Corona Immun 20mg@Drug Manufacturer.com




Further links in the process chain

After 2 examples were used to show how to open shops, create products
and carry out transactions, the rest of the process chain in the healthcare
sector will be shown in the following.

1 The pharmacy Green Cross Pharmacy orders 5 pieces of Corona
Immun 20mg at a price of Euro 377,50 from the wholesaler. Below
the transactions are recorded under Balance:

'-u/
)
i
Thanks for your order.
Product Price Quan!

Corona Immun 20mg - Drug Manufakturer Corona Immun 20mg - Drug Manufakturer
755 5
Total Amount 75
Order I1d:202006030100000001
Ho

Payment Exchange Order Balance Keys OTC  Sign Order Charge F

Location Inviter List Change Password  Sign Token  Transfer ETH Pay

History [ History [
PayTo || PayTo [
Details || Details ||
Search before transaction Search after transaction
Balance Token Balance Token
1 Green Cross Pharmacy.com 1 Green Cross Pharmacy.com

5 Corona Immun 20mg




Further links in the process chain

3 The patient acquires a health insurance tariff from his health
insurance company. The transactions as follows:

o

Thanks for your order.

Product Price Quantity
Health tariff 1a Health tariff 1a
24575 1

Total Amount 24575
Order Id:202006030100000002

Home

Payment  Exchange Order Balance EKeys OTC  Sign Order Charge  Payp

Location  Inviter List Change Password  Sign Token  Transfer ETH Pay |

History O

Pay To ]

Details [

before transaction after transaction
Balance Token

400 EUR@bigtangle

1 Patient.com 1 Health tariff 1a




Further links in the process chain

4 The health insurance company transfers the health tariff to the

patient.

Hi

Payment Exchange Order

Location Inviter List Change Password

History ||
PayTo ||
Details |
| search |  before transaction
Balance Token

1 Health Insurance.com

Home

Keys OTC SignOrder Charge Paypal

Sign Token Transfer ETHPay ET

History ||
PayTo ||
Details ||

| Search | after transaction

Balance Token

247.75 EUR@bigtangle




Further links in the process chain

5 When the patient visits the doctor and received subsequently a
prescribtion, the doctor transfers a "prescription token" to the
patient. After login click on Prescription and follow the description.

”m L L L L]
ne ;= Tt ( 28 !' i 'q--?-!

Home

Payment Exchange Order Balance Keys OTC SignOrder Charge Paypal
Inviter List ~ Change Password  Sign Token Transfer ETHPay ETHBal

Public Key
Ibbc1de483962d729c5f07f2c2f0ab97b4daeea299ba3f3713ef423fh26

Fistory After you clicked on Prescription, a
a public key must be entered in the
window. Then click on Prescription
Prescription again.




Further links in the process chain

6 After clicking on Prescription, a window opens in which the
patient's public key is copied again. The medication is then entered
in the large Prescription field. A diagnosis and treatment
recommendation can also be entered here. This is also the basis
for a patient file. With Add the process is completed and the
prescription token is transferred to the patient wallet (No. 7)

Home
Payment Exchange Order Balance Keys OTC SignOrder Charge Paypa
Inviter List Change Password  Sign Token Transfer ETHPay ETH Bal

Receiver Public Key Jbbc1de483962d729c5f07f5¢2f0ab97b4daeea?99ba3f3713ef423fb26

Type Prescription v

[Corona Immun 20mg vaccine|

Prescription

File Name No file selected. File

Medical Institutions Doctor X ~




Further links in the process chain

7 After the doctor has sent the prescription token, it is displayed
simultaneously in the patient's wallet as follows:

i

Home

Payment Exchange Order Balance Keys OTC SignOrder Charge Payp:
Inviter List  Change Password  Sign Token Transfer ETHPay ETHBa
History ]

PayTo [
Details [

Balance Token

114.25 EUR@bigtangle

1 Patient.com

1 0389611¢ 1h9de44d990f045b053af666236f39662f5af9dbdbd17ddoc5bfd64f3f@Doctor X.com




Further links in the process chain

8 After the patient has the prescription token in the wallet, he can
transfer it to the pharmacy of his choice. Log in, Prescription and
then click on Search. Here he finds his prescription and transfers
it to the pharmacy as follows:

Home Logout-info.gog

Payment Exchange Order Balance Keys OTC SignOrder Charge Paypal QRcode Pay

Inviter List ~ Change Password  Sign Token Transfer ETH Pay ETH Balance  Prescription

Public Key

History

|:| - . -

e patient receives a public
Prescription key from the pharmacist. Then

he clicks on Transfer. The
prescription is now in the wallet
the pharmacy. See No. 9.

Corora Cmmmm

(File)
19GvFGYootg9Kxyxf1rxLPrTak3dRQB6/d

Transfer




Further links in the process chain

9 The pharmacy finds the prescription token under Balance -
Details - Search. If the prescription has to be paid for, this is done
like a normal e-commerce business as described before.

LR 1,

Home  Logout - wob.ole

Pavment Exchange Order Balance EKeys OTC  Sign Order Charge Paypal QRcode  Pay(

Inviter List  Change Password  Sign Token  Transfer ETH Pay ETH Balance  Prescription

History [
Pay To O
Details

1 Green Cross Pharmacy.com

memao: publishDomainName

2020-05-21 16:47:30

1 0389811¢c1b9de44d990f045b053af666238f59662f5af9db8b517dd5c5bfd64f3f@Doctor X.com |
SignedData: 048ba461a9973193b35707fdfafe788098¢8542e. .. |Corona Immun 20mg vaccine |
19GvFGYootg9Kxyxf1rxLPrTak3dRQB67d

2020-06-05 16:01:06

1725 EUR@bigtangle

memo: Order Info:202006030100000001
1PjLJgkr7CmPUF2dGM6BocYErdyCQCoZTGw
2020-06-03 15:04:48

10 EUR@bigtangle

memo:
19GvFGYootg9kxyxf1rxLPrTak3dRQB67d
2020-06-04 17:16:53




Basics in the BigTangle

eor each process cycle in the BigTangle there is a process chain of
any length.

eThe actions can be tracked seamlessly.

eThe actions are documented in a non-erasable way.
e The actions cannot be manipulated.

e The entire process chain can be 100% secured.

eEach of the process participants can immediately check the
authorization for the required action.

eln certain special cases, actions of a process participant for which
he does not have authorization can be automatically disabled.

eThe BigTangle is available to everyone free of charge.
eThe BigTangle can be used worldwide.

e All existing applications of a user can be integrated into the
BigTangle.

e Any kind of attack on the BigTangle is hopeless - it is quantum
safe.




